SUNY OSWEGO

LOCK AND KEY CONTROL POLICY
DATE: 3/2009, revision 12/2011

1. Overview – Lock and key control programs are employed to aid management in the protection of people, assets and information. 

2. APPLICABILITY - This policy applies to the SUNY Oswego campus and employees. This policy does not apply to the Residence Life and Housing student population, see separate policy.
3. DEFINITIONS 

a. Assigned Key Log - A log tracking key assignment to include: department, key Distributor, employee name, key number, date issued, date returned. 
b. FD&C- Facilities Design and Construction
c. FM&O – Facilities Maintenance and Operations
d. Key Distributor – Individual that distributes keys. This individual may be the Locksmith, Department Chairperson/designee, Building Coordinator or FM&O Supervisor. 

e. Key Holder – The individual assigned to key(s).

f. Locksmith – Authorized individual who recommends, makes and repairs locking mechanism; and also distributes keys for the campus.
g. Key Hierarchy – 
i. Master Keys – Any master key(s) should not be part of a personal key ring. Master keys should remain on campus in a secure location.

1. Grand Master – Opens all buildings and spaces, assigned to UPD and Locksmith only. 

2. Academic Master – Opens most spaces within all academic buildings, normally assigned to upper administration, CTS and FM&O staff.

3. Building Master – Opens most spaces within a specific building, normally assigned to building coordinators and custodians.

4. Department Master – Open all spaces within a specific department, normally assigned to department chair and secretary/designee.

ii. Building Key – Allows an individual access to their assigned building, through a designated door, most campus employees are assigned this key and may part of a personal key ring.
iii. Office Key – Allows an individual access to assigned office and may part of a personal key ring.
h. MOC – The Maintenance Operations Center, located in Maintenance Building #12 at 315-312-3200. 

i. RL&H – Residence Life and Housing
j. UPD – University Police Department

4. RELEVANT FORMS
The following forms associated with this policy are available via the Facilities Services website http://www.oswego.edu/administration/facilities_operations.html
a. Assigned Key Log Blank

b. Assigned Key Log Instructions

c. Key/Fob Sign-Out Form

5. PROCEDURES
a. Key/Lock Requests
i. Key requests and lock changes must first be approved in writing through the applicable authorization (Department Chair/Building Coordinator/FM&O Supervisor or Residence Life and Housing Office) The Director of Maintenance and Operations must approve all academic grand master key requests via work order submitted through the Maintenance Operations Center.
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Approval Authority

Area door keys

Department Chairperson 

or Building Coordinator 

or FM&O Supervisor

Key Boxes, not recommended 

but if necessary

Department Chairperson 

or Building Coordinator 

or FM&O Supervisor

Transfer of area door key from 

one employee to another

Key distributor, update 

Assigned Key Log

Desk, file cabinet lock keys

Key distributor, update 

Assigned Key Log

Emergency Locksmith Service

Contact MOC 312-3200 

or after hours 312-3117

Non-emergency Locksmith 

Service

Submit Service Request 

to MOC

Any adjustment, modification or 

alteration of any interior or 

exterior locking system

Submit Service Request 

to MOC


b. Key Identification
i. All keys are stamped with the phrases: Property of NY State, and Do Not Duplicate.
ii. All keys are stamped with a unique numbering system that consists of key type and key number.
iii. In the event a key is lost or stolen, keys should not be stamped with obvious identifiers that would allow a person to identify the locks opened by that key. 
c. Key Duplication
i. Duplication of keys, other than by SUNY Oswego locksmith shop, are NOT AUTHORIZED.
d. Keys Lost / Found
i. Should be immediately reported to University Police Department at 315-312-5555.
ii. Once reported, UPD will contact FM&O for appropriate action.
e. Key Distributor Responsibility  
i. Department Chairperson/Building Coordinators
1. May be assigned master keys.
2. When stepping down from position turn master keys back to Key Distributor for reassignment. 
3. Responsible for maintaining an Assigned Key Log, may have designee.
4. Annually, the Assigned Key Log is to be submitted for review to the Maintenance Operations Center. 

5. Any Master Key(s) should not be part of a personal key ring. Master keys should remain on campus in a secure location.

6. Authorizes the distribution of keys to faculty and staff offices, laboratories, preparation rooms, studios, etc.

ii. Facilities Design and Construction
1. For contractors use Key/Fob Sign-Out Form attached to the end of this document.
2. This form should be maintained with the departments Assigned Key Log.
3. Annually, by October 1st, the Assigned Key Log is to be submitted for review to the Maintenance Operations Center. 

4. Any Master Key(s) should not be part of a personal key ring. Master keys should remain on campus in a secure location.
iii. Facilities Maintenance &Operations Supervisors 
1. Maintenance Personnel, Janitors and Supervisors will be provided with keys in keeping with the nature of their assigned spaces and duties. 
2. Any Master Key(s) should not be part of a personal key ring. Master keys should remain on campus in a secure location.

3. Each supervisor is responsible for maintaining a Key Assignment Log.
4. Annually, by October 1st the Key Assignment Log is to be submitted for review to the Maintenance Operations Center
5. For contractors use Key/Fob Sign-Out Form attached to the end of this document. 
6. The Key/Fob Sign-Out Form should be maintained with the departments Assigned Key Log.
iv. Locksmith
1. Distributes and obtains sign off for keys to SUNY Oswego employees, including Rice Creek Field Station. Reviews submitted Key Assignment Logs
2. In conjunction with the Building Coordinator and University Police Department, specifies exterior door accessed by faculty and staff after normal operating hours. 
v. Security System Coordinator
1. Manages card access for Facilities staff.
vi. Residence Life and Housing
1. Maintains Assigned Key Log for staff.
2. Manages student mailbox keys. 
3. Maintains lock out keys for resident rooms.
4. Manages card access for RL&H professional staff and resident student population. 
5. Annually, submit the Key Assignment Log to the Maintenance Operations Center
6. For students of lost/stolen key and lock changes, approves requests for FM&O.
7. See separate access policy for resident students.
f. Key Holders Responsibility
i. Key holder will sign for assigned key(s).
i. Duplications or modification of key(s) are NOT AUTHORIZED.

ii. In the event that a key is lost the key holder should immediately report that loss to the University Police Department at 315-312-5555.

iii. If anticipating an extended leave of campus (i.e. sabbatical, medical leave, separation, etc.) turn over keys to Key Distributor and have Assigned Key Log updated. 

iv. Any Master Key(s) should not be part of your personal key ring. Master keys should remain on campus in a secure location.

6. REFERENCES:
a. SUNY Oswego Facilities Maintenance and Operations: Locksmith, Building Trades Supervisor, Building Trades Manager and Director.
b. SUNY Oswego University Police Department

c. SUNY Oswego Security System Management Team (SSMT)

d. Security Consultants - BPS (Business Protection Specialists, Inc.); 250 Gorham street, Suite #4; Canandaigua, New York 14424-1821; 585-394-5112 
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